
Workshop on 
Law Enforcement 
Operations, their 
Impact and the 
Darknet

Presented by:

David Décary-Hétu, Université de Montréal

Aili Malm, California State University – Long Beach

Jerry Ratcliffe, Temple University

Benoît Dupont, Université de Montréal
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This workshop brings together law enforcement officials, cybersecurity practitioners and academics in order 
to discuss the impacts of investigations and operations that target online offenders. Our aim is to facilitate 
the sharing of experiences and research findings in order to understand the work law enforcement officers 
do online as well as to assess and explain the impacts of their operations/investigations on cybercrime 
and Darknet illicit markets. We wish to address current results and thoughts about policing cybercrime 
and Darknet illicit markets in order to provide a comprehensive overview of what works in police cyber-
investigations and Darknet operations to identify the best approaches for law enforcement to adapt to the 

growing threat of cybercrime.  

More specifically, during this one-day workshop, we will hear about the impacts that cryptomarket shutdowns 
by law enforcement have on Darknet users in terms of deterrence, displacement and community cohesion. 
We will also discuss how cybercrime investigations: 1) are designed and how they unfold; 2) have their 

impacts assessed, and; 3) impact the morale and practices of cybercrime practitioners.
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